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Abstract: The evolution of autonomous vehicles (AVs) has captured widespread interest lately, offering prospects 

for enhanced road safety, alleviation of traffic congestion, and heightened fuel efficiency. The essential role of 

Controller Area Network (CAN) bus protocols in the operational integrity of AVs is undeniable. This research 

outlines the architecture of an elementary autonomous vehicle predicated on diverse CAN bus frameworks. We 

introduce a design that integrates a multiplexed CAN bus arrangement, fostering streamlined interactions among 

the AV's various subsystems. This design is inherently scalable, promoting ease of modification in step with 

evolving autonomous vehicular technologies. The paper delves into the intricacies encountered throughout the 

design phase and articulates the methodologies adopted to surmount these obstacles. Empirical simulations 

substantiate the efficacy of our design, underscoring its dependability and strength across a multitude of 

vehicular contexts. Fundamentally, this design lays the groundwork for the advancement of sophisticated AVs, 

thereby contributing to the realization of optimized vehicular ecosystems. 
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1. Introduction 

1.1 Background 

Vehicle designed to operate independently of 

human control are known as autonomous vehicles 

(AVs). These vehicles use an array of sensors, 

including cameras, LiDAR, and radar, as well as a 

variety of electronic control units (ECUs), to detect 

their environment and make decisions in real-time [1-

2].  
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Research, as referenced in [3], has delved into 

architectural models for the technical and functional 

design and development of AV systems. These models 

aim to streamline the development lifecycle and avoid 

duplication of effort in each new AV project. An AV's 

functional architecture is organized into modules or 

blocks determined by the sequence and processing of 

data, from its initial collection to the final vehicle 

control systems, as well as the internal monitoring 

mechanisms of the vehicle itself. The architectures 

proposed by researchers typically feature four main 

functional blocks—perception, planning and decision-

making, motion and vehicle control, and system 

supervision. These blocks handle the processing of 

vehicle data collected by the ECUs, a process typically 

illustrated in Fig. 1 [1], [2-6]. 

In the initial perception phase, the ECUs gather 

data from the vehicle's surroundings and send it to the 

AV's central processing unit via networks such as the 

Controller Area Network (CAN) bus. This data is then 

analyzed during the planning and decision-making 

phase, where artificial intelligence algorithms 

determine the vehicle's course of action [7].  
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Fig. 1:   Main functional modules of the AV system 

Following this, the control phase involves the 

AV's system executing these decisions by sending 

instructions to various vehicle components through 

the CAN bus, ensuring smooth and safe vehicle 

operation. The perception stage is tasked with 

accurately and dependably sensing the environment 

using sensors like cameras, LiDAR, radar, and 

additional ECUs. This stage is responsible for real-time 

identification and tracking of various elements such as 

vehicles, pedestrians, and road signs, and for 

calculating these elements' speed, distance, and 

direction to facilitate informed and safe autonomous 

driving [3-5]. 

The CAN bus is a robust asynchronous serial bus 

system that employs a multi-master protocol, granting 

equal communication rights to all connected ECUs [6]. 

It's a prominent standard for automotive applications, 

operating at the OSI model's physical and data link 

layers. Its arbitration method relies on CSMA/CD 

principles and prioritizes messages according to the 

AMP technique [8]. There are several versions of the 

CAN bus, each offering different capabilities. Classical 

CAN, as per ISO11898-1, connects ECUs at speeds up 

to 1 Mbps. The CAN FD, or ISO 11898-2, supports data 

transfers up to 8 Mbps. The latest development, CAN 

XL (ISO 11898-3), is poised to facilitate data transfer 

rates as high as 10 Gbps [9-10]. 

The CAN bus is instrumental for communication 

between external and internal ECUs in an AV [11-13]. 

External ECUs provide crucial environmental data, 

while internal ECUs monitor the vehicle's status. This 

real-time data exchange is vital for the AV's central 

computer, which uses machine learning and other 

advanced technologies to make navigational decisions 

[5], [14-15]. Given that modern intra-vehicle 

communication systems typically consist of several 

subnetworks with diverse protocols, automotive 

gateways are essential. They act as interfaces between 

these subnetworks, ensuring the integrity and security 

of the intra-vehicle communication network, a role 

that should never be overlooked [16-17]. 

1.2 Related Works 

  The articles over the last decade demonstrate a 

large amount of interest in the CAN bus technology in 

automotive communication systems, and they cover a 

variety of the following subjects: 

a. Security and Privacy of CAN Bus 

Several publications addressed the security and 

privacy issues related to the CAN bus in vehicular 

communication systems. These works proposed 

various techniques to enhance the security of the CAN 

bus, such as message authentication, intrusion 

detection, and access control [18-20]. 

b. Fault Diagnosis and Recovery 

Several publications proposed techniques for fault 

diagnosis and recovery in the CAN bus. These works 

aimed to increase the reliability of the CAN bus in 

vehicular communication systems, especially in safety-

critical applications [21-23], [18]. 

c. CAN Bus Performance Analysis 
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Several publications presented performance 

analysis of the CAN bus in vehicular communication 

systems. These works focused on the effects of various 

parameters, such as bus load, message size, and bus 

topology, on the performance of the CAN bus [24-27]. 

d. CAN Bus Network Management 

Several publications proposed techniques for 

managing the CAN bus network in vehicular 

communication systems. These works aimed to 

optimize the utilization of the CAN bus resources, 

such as bandwidth and message latency, and to 

reduce the overall network congestion [28-30]. 

e. CAN Bus in Autonomous Vehicles 

Several publications investigated the use of the 

CAN bus in autonomous vehicles. These works 

proposed various techniques for designing efficient 

and reliable CAN bus-based communication systems 

for autonomous vehicles [31-32]. 

1.3 Our contributions 

This paper's key contributions are summarized as 

follows: 

• The research constructs a foundational model 

for an Autonomous Vehicle (AV) by 

examining various Controller Area Network 

(CAN) bus standards. It particularly assesses 

how both the internal and external Electronic 

Control Units (ECUs) of the AV influence the 

performance of the CAN bus. 

• Modifications to the CAN network's structure 

are proposed based on performance outcomes, 

which resulted in enhanced operational 

efficiency and reduced communication delays. 

• The study proposes specifications for a 

multiprotocol CAN bus system, tailored for 

the development of AV models. 

The structure of the remainder of this paper is 

organized as follows: Section II provides an overview 

of the AV's external ECUs and the software tools, 

which are elaborated upon in Section III. The research 

approach is delineated in Section IV, followed by a 

detailed discussion of the simulation scenarios and 

their outcomes in Section V. The paper concludes with 

final thoughts and reflections in Section VI. 

2. AV external ECUs 

Electronic Control Units (ECUs) are tasked with 

measuring events or environmental alterations for 

further analysis. These units are essential for 

providing a detailed and positional understanding of 

the surroundings, enabling the vehicle to navigate and 

make decisions in real time. This section introduces 

the four primary ECUs essential for environmental 

perception in AV technology: the camera, radar, INS, 

and LiDAR, all of which are integral to the research 

presented here. 

2.1 Camera 

The Vision Detection Generator ECU consists of 

both a general camera ECU and a specialized 

monocular camera ECU. The camera ECU's 

configuration includes intrinsic parameters, such as 

the focal length and optical center of the camera, as 

well as extrinsic parameters that involve the camera's 

orientation in terms of pitch, yaw, and roll [33]. 

2.2 Radar 

Radar, short for Radio Detection and Ranging, 

operates by emitting electromagnetic waves into the 

surrounding area and interpreting the waves that 

bounce back from various objects. It leverages the 

Doppler effect of these electromagnetic waves to 

ascertain the velocity and position of potential 

obstacles [34]. Vehicle radar systems are generally 

categorized into Medium-Range Radar (MRR), Long-

Range Radar (LRR), and Short-Range Radar (SRR). 

2.3 INS 

The Inertial Navigation System (INS) is a 

positional ECU designed to determine a vehicle's 

pose—including its position and orientation—and 

velocity. It is a critical component for precise 

navigation. 

2.4 LiDAR 

LiDAR stands for Light Detection and Ranging. 

This technology operates by emitting laser or infrared 

light pulses through rotating lenses and timing the 

reflection of each pulse to gauge distances. 
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    This section provides a brief introduction to each of 

the four basic ECUs for environmental perception in 

AV applications: camera, radar, INS and the LiDAR 

ECUs will be used in this research.   

3. Software tool 

Recent studies [35-36] suggest that conducting 

real-world field tests to assess the safety of 

autonomous vehicles (AVs) within a practical 

timeframe is unfeasible. Consequently, leveraging 

virtual environment testing and verification emerges 

as a solution to expedite, control, and 

comprehensively evaluate AV systems. The simulation 

approach will utilize two distinct software tools: 

Matlab 2021a's Driving Scenario Designer for crafting 

virtual driving scenarios, and Vector CANoe 16 for 

simulation and analysis within CAN networks. The 

combination of these programs creates a cohesive 

simulated network. 

3.1 Driving Scenario Designer Application 

Matlab's Driving Scenario Designer is a tool 

designed for creating artificial driving scenarios, 

which are essential for evaluating autonomous driving 

systems. This tool is highly versatile, enabling the 

creation of a wide range of scenarios crucial for the 

development of autonomous vehicles [33]. This 

software facilitates the construction of virtual roads 

and the integration of dynamic elements within these 

environments. Users can populate these roads with 

various actors, representing the dynamic components, 

through an intuitive drag-and-drop interface [33]. 

3.2 Vector-Canoe 

CANoe, developed by the German company 

Vector, is an advanced system for designing and 

analyzing electronic networks. It provides capabilities 

for live monitoring of actual bus communications, 

complete digital simulation of bus systems using 

virtual nodes, and hybrid simulations that blend 

physical and virtual nodes. CANoe streamlines the 

entire bus development process, from conception 

through simulation to testing and analysis. It supports 

an array of network types, including Ethernet, MOST, 

FlexRay, LIN, and CAN, making it a versatile tool 

widely adopted by OEMs and suppliers globally for 

its range of features and configurations [37]. 

The simulations and testing protocols within 

CANoe are scripted using the Communication Access 

Programming Language (CAPL), an event-driven 

language that can respond to various triggers, such as 

message reception, signal changes, simulation start or 

stop events, and variable modifications. Written in a 

syntax similar to the C programming language, CAPL 

supports communication protocols like J1939 and 

CANopen in addition to CAN, LIN, FlexRay, Ethernet, 

MOST, and others [38]. The simulation approach will 

utilize two distinct software tools: Matlab 2021a's 

Driving Scenario Designer for crafting virtual driving 

scenarios, and Vector CANoe 16 for simulation and 

analysis within CAN networks. The combination of 

these programs creates a cohesive simulated network. 

4. Research methodology 

Data for the external ECUs of the AV, capturing 

details from the vehicle's immediate environment, are 

configured using the Driving Scenario Designer 

application in Matlab. This data is subsequently 

transferred to CANoe, where it is integrated with the 

data from the AV's internal ECUs to examine their 

collective impact on the CAN bus network. In this 

section, we outline the prerequisites for setting up the 

envisioned network. This includes detailing the 

simulated roadways in Matlab and the integration 

framework for the Matlab/CANoe programs. It also 

encompasses the specifications for the external ECUs 

and the protocols for internal messaging. 

4.1 Roads Traffic Map 

Fig. 2 offers a broad depiction of a vehicular 

situation, highlighting an intersection with two roads, 

an Ego vehicle in blue, and two additional vehicles in 

yellow and red. Each vehicle follows a designated 

path marked by waypoints, with specified speeds in 

meters per second and wait times in seconds. The 

illustration includes barriers and pedestrians 

positioned along the roadside. 
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Fig. 2:   General description of the scene 

 

Table. 1: Types of external ECUs 

ECU type 
Number of 

ECUs 

Maximum number 

of detection objects 

Camera 4 11 object, 2 lanes 

Radar 6 20 objects 

INS 1 - 

LiDAR 
 

1 - 

Table. 2: Delay deadline requirements for AVs 

ECU Delay dead line (ms) 

Lidar 10 

Radar 10 

Camera 10 

Control 50 

Table. 1 lists the maximum camera and radar detection 

objects and external ECU types and numbers. Table. 2 

shows each ECU's delay deadline communication 

requirements [9]. 

 
(a) 
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(b) 

 
Fig. 3: (a) A Birds-eye plot (b) ECU positioning and 

placement on Ego vehicle 

 

The simulation encompasses two distinct 

scenarios, the particulars of which are detailed in 

Table. 3. The first scenario involves the Ego vehicle 

navigating a typically congested roadway, reminiscent 

of a shopping district thoroughfare. The second 

scenario is akin to the first, yet features a road with 

reduced traffic and fewer obstacles. These two 

scenarios are crafted using Matlab's Driving Scenario 

Designer application, which allows for the plotting of 

routes, the designation of the Ego vehicle as the central 

decision-making entity, and the inclusion of other 

elements such as vehicles, pedestrians, and barriers, 

categorized as actors in the simulation. A birds-eye 

view of the selected suite of ECUs is presented in Fig. 

3 (a), which zooms in on a segment of the later Fig. 4 

for more detailed visualization. Fig. 3 (b) is offered as 

an enhanced view to clarify the details in Fig. 3 (a), 

showing the positioning of ECUs on the Ego vehicle. 

Fig. 4 (a) captures the road scene prior to the activation 

of the ECUs on the Ego vehicle, depicting an 

unpopulated roadway. Conversely, Fig. 4 (b) 

illustrates the detection of various actors by the ECUs 

at the onset of the simulation, mapping the coverage 

area and pinpointing the initial detection moments. 

Table. 3: More crowded road and less crowded road 

scenes 

Scene Name 
Number of 

Pedestrian 

Number of 

Barrier 

Number of 

vehicles 

More 

Crowded 
70 2 3 

Less Crowded 24 0 2 

4.2 Matlab/CANoe Integration 

For the simulation of the internal ECUs, the 

CANoe program will be utilized exclusively. In 

contrast, the integration of CANoe with Matlab will 

facilitate the simulation of the external ECUs. Fig. 5 

illustrates the integration strategy adopted in this 

research, tracing the process from the initial scene 

creation in Matlab—where the vehicle's external ECUs 

gather data about their surroundings—to the finale of 

the simulation where data from both external and 

internal ECUs are mapped onto the CAN bus. 

 
(a) Before detection 

 

 LEGEND 

RADAR CAMERA LIDAR INS 
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(b) After detection 

Fig. 4:  Actors detected by ECUs 

Table. 4: Specifications of the camera and radar that 

will be changed 
Camera 

parameters 
value Radar parameters value 

Detection 

Range(meter) 
25 

Azimuth field of 

view (⸰) 

Long range 

Mid range 

Short range 

 

 

45 

90 

90 

Horizontal Field 

of View (⸰) 
90 

azimuth resolution 

(⸰) 
4 

Bit Rate(bps) 1M Bit Rate(bps) 1M 

Update Interval 

(m sec) 
100 

Update Interval 

(m sec) 
100 

 

Table. 5: The Specifications of Lidar ECU 

LiDAR Sensor parameters 

Bit rate (Mbps) 10 
Azimuth 

Resolution (⸰) 
0.4 

Max Range(m) 50 
Elevation 

Resolution (⸰) 
2 

Range Accuracy 

(⸰) 
0.03 Elevation Limits (⸰) [-15 15] 

Frames per 

Second (FPS) 
5 

Azimuth 

Limits (⸰) 
[-180 180] 

Fig. 6 displays the network as simulated within 

the CANoe environment, featuring a network of 18 

distinct ECUs. These units communicate with each 

other, exchanging messages across three different 

CAN bus varieties. 

 
Fig. 5: The proposed scheme 

4.3. Exteroceptive ECUs of AV’s  specifications 

 Table. 4 outlines the specifications of cameras and 

radars, each of which will be individually adjusted. 

Meanwhile, Table. 5 details the specific features of the 

LiDAR. The specifications for both the camera and 

radar are set based on their variable characteristics as 

referenced in [39-40]. This approach is taken to explore 

how alterations in ECUs impact the CAN bus. These 

adjustments are informed by prior results that 

demonstrated the individual effects of each ECU type 

on busload. With these insights, the internal network 

of the AV will be configured to efficiently support a 

variety of ECU types, ensuring simplicity in design. 

Additionally, the worst-case response time (WCRT) 

for the network will be determined. 

Table. 6: Busload and FPS for camera ecus over 

classical can bus 
  More Crowded Less Crowded 

Busload 

(%) 
FPS 

Busload 

(%) 
FPS 

Coverage 

Range 

(meter) 

20 2.35 280 2.2 260 

25 2.4 285 2.25 270 

30 2.7 320 2.4 285 

HFOV (deg) 

60 1.3 155 1.15 135 

70 2.3 275 2.15 260 

90 2.4 285 2.25 270 

Bit Rate 

(kbps) 

125 19.15 285 17.8 270 

500 4.8 285 4.45 270 

1000 2.4 285 2.25 270 

Update 

Interval 

(ms) 

20 8 940 7.9 925 

50 7.6 890 7.05 830 

100 2.4 285 2.25 270 
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Table. 7: CAN simulation message set 

ID Type 
[messages 

/ms] 

Payload 

[bytes] 
sender ID Type 

[messages  

/ms] 

payload 

[bytes] 
sender ID Type 

[messages / 

ms] 

payload 

[bytes] 
sender 

1 p 0.02 8 3 28 p 0.01 8 1 55 p 0.0078 8 6 

2 s 0.03 8 3 29 s 0.03 8 1 56 p 0.01 8 1 

3 p 0.02 8 3 30 p 0.01 8 1 57 s 0.03 8 4 

4 s 0.03 8 3 31 s 0.03 8 1 58 p 0.004 3 4 

5 s 0.03 8 3 32 p 0.05 8 4 59 p 0.002 8 4 

6 p 0.02 8 3 33 s 0.03 8 4 60 p 0.002 8 4 

7 s 0.03 8 1 34 p 0.002 8 4 61 p 0.002 7 4 

8 s 0.03 8 3 35 p 0.05 8 4 62 p 0.002 8 4 

9 p 0.02 8 3 36 p 0.002 8 4 63 s 0.03 2 4 

10 s 0.03 8 3 37 p 0.05 8 4 64 p 0.01 8 4 

11 s 0.03 8 3 38 s 0.03 8 3 65 p 0.01 8 4 

12 s 0.03 8 6 39 p 0.05 8 4 66 p 0.01 8 4 

13 p 0.01 8 1 40 p 0.005 8 3 67 p 0.01 8 4 

14 p 0.01 8 3 41 p 0.01 8 4 68 p 0.01 8 4 

15 p 0.01 8 1 42 p 0.01 8 5 69 p 0.01 6 4 

16 p 0.01 8 3 43 s 0.03 8 5 70 s 0.03 8 4 

17 s 0.03 8 3 44 p 0.01 8 5 71 s 0.03 8 4 

18 p 0.01 8 1 45 s 0.03 8 5 72 p 0.005 8 4 

19 s 0.03 8 1 46 p 0.02 8 5 73 p 0.005 8 4 

20 p 0.01 8 1 47 s 0.03 8 5 74 p 0.005 8 4 

21 p 0.01 8 2 48 p 0.02 8 5 75 s 0.03 8 4 

22 p 0.002 8 2 49 s 0.03 8 6 76 p 0.005 8 4 

23 p 0.002 8 2 50 p 0.01 8 6 77 p 0.005 8 4 

24 s 0.03 8 2 51 s 0.03 8 6 78 p 0.005 2 4 

25 p 0.002 8 2 52 p 0.01 8 6 79 p 0.02 1 3 

26 p 0.01 8 3 53 p 0.0078 8 6 80 p 0.01 2 3 

27 S 0.03 8 3 54 s 0.03 8 6 81 p 0.005 2 3 

 
Fig. 6: Illustration of the simulated network 

4.4. Internal ECUs of Autonomous Vehicles’s  

specifications 

Within the experimental vehicle setup, six 

internal ECUs are connected to a singular CAN bus, 

accommodating a total of 81 different message types 

as noted in [27], [41-43]. Table. 7 details the 

characteristics of these messages, distinguishing 

between the 27 aperiodic and 54 periodic ones. 

5. Simulation scenarios and results 

The performance of the ECUs (camera, radar, and 

INS) and internal ECUs on the classic CAN bus in 

terms of busload and frame per second (FPS) will be 

shown in separate tables, as will the effect of the 
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LiDAR on the CAN FD bus. In the final, based on 

what was concluded from the previous results, which 

showed how each type of ECU independently affected 

the busload, The CAN network of the AV will be 

configured to accommodate all ECU types with 

minimal complexity, the WCRT will also be calculated.  

5.1 First scenario 

    In the first section, we will discuss the effect of 

four camera ECUs on CAN bus; in that scenario, each 

camera ECU will detect a maximum of 11 objects, 

which will be used to find objects. Each object detected 

by the camera ECU is determined by 6 variables 

(position (x, y, z), speed (x, y, z)), in addition to the 2 

lanes, and each lane consists of 7 variables. Thus, the 

maximum number of messages per each camera is 80 

frames per burst. 

Table. 6 shows the effects of changing four camera 

properties these mentioned in Table. 4 on the busload 

and the number of FPS for less and more crowded 

scenes. In the this section, we will also discuss the 

effect of six radar ECUs; a radar ECU will detect a 

maximum of 20 objects, and 6 variables determine 

each detected object (position (x, y, z), speed (x, y, z)). 

Thus, the maximum number of messages per radar is 

120 frames per burst. Table. 8 shows the effects of 

changing the four radar properties on the busload and 

the number of FPS. 

The lidar ECU sends back the point as an array of 

positive [x, y, z] points with real values of m by n by 3. 

The number of elevation (vertical) channels and 

azimuthal (horizontal) channels in the point are m and 

n, respectively. m and n, as shown in the following 

equation, determine the number of points in the point 

set [33]. 

m × n =
VFOV

VRES
 ×  

HFOV 

HRES
   (1) 

where 

𝑉𝐹𝑂𝑉  is the vertical field of view (HFoV), in degrees. 

𝑉𝑅𝐸𝑆 is the vertical angular resolution, in degrees. 

𝐻𝐹𝑂𝑉  is the horizontal field of view (VFoV), in degrees. 

𝐻𝑅𝐸𝑆 is the horizontal angular resolution, in degrees. 

 

Table. 8: Busload and FPS for radar ECUS over 

classical CAN bus 

  

More crowded Less crowded 

Busload 

(%) 
FPS 

Busload 

(%) 
FPS 

Azimuth 

Resolution 

(deg) 

2 41.51 5075 23.73 2898 

4 40.18 4907 22.12 2702 

6 39.9 4879 21.77 2660 

HFOV (deg) 

70 43.96 5376 29.26 3577 

90 40.18 4907 22.12 2702 

110 29.12 3542 14.07 1715 

Bit Rate 

(kbps) 

125 99.96 1085 99.96 1069 

500 68.36 4907 40.31 2702 

1000 40.18 4907 22.12 2702 

Update 

Interval (ms) 

20 99.96 4345 99.96 4177 

50 99.96 4334 59.92 2589 

100 40.18 4907 22.12 2702 

Each m-by-n element in the array gives the x, y, 

and z coordinates of a detected point in the ego vehicle 

coordinate system. If the LiDAR fails to detect a point 

at a given coordinate, NaN values are returned for x, y 

and z, an 12-byte DLC value is used in the CAN FD of 

LiDAR. 

Table. 9: Busload and FPS for lidar ECU over can FD 

bus 
 

 
More crowded Less crowded 

Busload(%)  FPS Busload(%) FPS 

Coverage 

Range 

(meter) 

30 56.70 10266 56.43 10216 

50 59.68 10803 59.13 10703 

70 59.86 10837 59.16 10728 

Table. 10: Busload and FPS for internal ECU over 

CAN bus 
 Bit Rate Busload [%] Std. Data [FPS] 

CAN  

Bit Rate  

125 Kbps 91.34 853 

500 Kbps 24.54 784 

1 Mbps 11.75 812 

Table.11: CAN network characteristics for AV model 

development 

Parameters Network_1 Network_2 Network_3 

CAN, CAN_FD CAN CAN CAN_FD 

Bit rate (bps) 500 k 1 M 10 M 

DLC (byte) 1,2,3,6,7,8 4 12 

ECUs count 6 11 1 

ECUs Internal ECUs 
Camera, Radar 

and INS 

LiDAR 
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Fig. 7: The code instrumentation to obtain the WCRT 

 Depending on Table. 5 and (1) , the LiDAR ECU 

will get about 13500 points per 200 milliseconds (ms), 

which cannot be transferred through the CAN bus, 

which is why the switch to CAN FD was made. 

Moreover, different coverage ranges were taken, as 

were the busload and the number of frame per second 

(FPS), as shown in Table. 9. When the range is 30 

meters, we notice that both scenarios match the 

busload and the number of FPS. The difference 

appears slightly (because the range of the LiDAR 

cannot exceed 70 meters due to the characteristics of 

the bus) as the coverage of the LiDAR increases. 

As for the INS ECU, at each time, it carries 5 

parameters, and each parameter has (x, y, z) variables, 

so the maximum number of messages for the INS ECU 

(Orientation, Position, Velocity, Acceleration, and 

Angular Velocity) is 15 frames per burst. INS ECU 

depends on the vehicle's location, regardless of the 

environment around it. Therefore, we note that the 

busload is 0.73% and had 90 FPS in both scenarios. 

5.2 Second Scenario (Internal ECUs) 

In the second scenario, we will shows the effect of 

internal ECUs consisting of 6 ECUs to have 81 

messages, Table. 10 shows the effect when three 

different CAN  bit rates are used. 

5.3 Third Scenario (Overall ECUs Effect) 

Before, we looked at how the CAN bus was 

affected by the different features of each type of ECU. 

We will find the WCRT and look at what happens 

when we combine ECUs with different data rates. The 

CANoe data tool was used to get the busload and FPS. 

By measuring the time when a message is queued to 

be sent to the network by one ECU and the time when 

another ECU receives this message in the network, the 

Vector CAN programming language using CAPL can 

also be used to get the message reaction time. First, the 

time was recorded in a system variable after being 

measured with the time Now method. After the ECU 

got the message, the time was recorded again, and the 

time before the message was sent was taken away. It 

was set up to measure the WCRT with the code shown 

in Fig. 7. 

 

 

Fig. 8: Busload of the ECUs 

 

// Save the current time whenever a message is transmitted 

Now_Time = timeNow(); 

@cam1rt::rt.m1= Now_Time 

// Whenever a message is received, calculate WCRT 

if(this.id == ID)  

{ Past_Time =@cam1rt::rt.m1 

Now_Time = timeNow(); 

 differance_Time =Now Time - Past_Time; 

if(differance_Time < worst_Time)   

worst_Time = differance_Time;} 

if (worst_Time!=0) 

 write("msg_ID=xx worst_case_response_time=%d  ms ", 

worst_Time /100); 
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Fig. 9: FPS of the ECUs 

 
(a) WCRT for LiDAR  messages 

 
(b) WCRT for internal ECUs messages 
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c) WCRT for external ECUs messages except LiDAR 

Fig. 10:   Worst-case response time for all ECUs messages over CAN buses 

Fig. 8 and Fig. 9 shows the busload and the FPS of the 

ECUs in each bus for two different bit rates for both scenes, 

respectively. We looked at the effects of each type of 

ECU on its own and came to the conclusion that it is 

not possible to collect all of these effects on the car on 

a single bus network. This is because the bus load is 

100% higher than its maximum capacity, so we had to 

use subnets and connect them with a gateway. It was 

easy to see that the 12-byte LiDAR external ECU 

worked well with the CAN FD network. With the old 

CAN, the camera, radar, and INS, among other 

external ECUs, worked well. The CAN FD works with 

the internal ECUs because it has an 8-byte message. In 

this way, the gateway will join the three subnetworks 

listed above. The CAN FD was good for sending 

messages inside the ECU. The CAN FD with the 

highest bit rate worked best for external ECUs like the 

LiDAR. The standard CAN worked best for the other 

external units. In the end, Fig. 10 shows how the 

WCRT is related to the importance of the ECUs' 

messages for three buses and two different bit rates. 

Fig. 10 shows that the WCRT drops when a message is 

sent that is more important than other messages on the 

network. It stresses how important the message's 

importance is. By looking at the final test network's 

results side by side, we saw that all but one of the 

ECUs fell within the acceptable ranges for busload or 

deadline delay (see Table. 2). The lidar, on the other 

hand, despite its few specifications, validated the data 

transfer rates via CAN FD; however, they failed to 

satisfy the access delay requirements. 

Table. 12: Comparison among this work and previous 

related works 

Issue [24] [25] [26] [27] This work 

Busload and 

WCRT 
✓ ✓ ✓ ✓ ✓ 

Comparative 

with CAN 

FD 

✓ _ _ ✓ ✓ ✓ 

SAE Internal 

Message sets 
✓ ✓ _ _ ✓ ✓ 

Simulation 

tool 
Matlab 

CANoe 

with 

hardware 

CANoe OMNET++ 
Matlab/ 

CANoe 

Simulation 

external 

ECUs 

_ _ _ _ _ _ _ _ ✓ 

Number of 

ECUs (4 or 

more) 

>5 4 >5 >5 >5 

6. Conclusion 

This research introduces a basic autonomous 

vehicle design utilizing diverse CAN bus protocols. 

The design features a multi-protocol CAN bus system, 

fostering effective communication among the AV's 

components. Its scalable nature ensures compatibility 

with future advancements in autonomous vehicle 

technology. Table. 11 provides the suggested CAN 

network specifications for the development of this AV 

model, while Table. 12 compares this study's findings 

with relevant prior research. The results from the 

simulations confirm the effectiveness of the proposed 

design, underscoring its dependability and durability 

across a range of driving conditions. The 
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implementation of a multi-protocol CAN bus system 

significantly enhances communication efficiency 

within the AV, resulting in better overall performance 

and minimized delays. Throughout the design 

process, various challenges were encountered and 

overcome. Solutions implemented include the 

integration of redundant CAN Bus systems, 

optimization of ECU performance, and effective 

control of CAN Bus load. The design presented here 

lays a solid groundwork for the creation of more 

sophisticated AVs, leading the charge towards safer 

and more efficient transport solutions. It serves as a 

foundational model for the future development of 

AVs with more complex features like advanced driver 

assistance and complete autonomy. In summary, this 

paper makes a substantial contribution to the 

progression of AV technology. It underscores the 

critical role played by the adept utilization of various 

CAN bus protocols in the design of autonomous 

driving systems. The design proposed here offers a 

viable pathway to achieving autonomous 

transportation systems that are safe, efficient, and 

reliable 
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